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Cloud Metadata Potentially Exposed 1

SQL Injection - SQLite High 1
Content Security Policy (CSP) Header Not Set 74
Cross-Domain Misconfiguration 96
Missing Anti-clickjacking Header 17
Session ID in URL Rewrite 68
Cross-Domain JavaScript Source File Inclusion Low 98
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Timestamp Disclosure - Unix Low 5
X-Content-Type-Options Header Missing Low 68
Information Disclosure - Suspicious Comments Informational 27

Modern Web Application Informational 50
User Agent Fuzzer Informational 110

Alert Detail

Cloud Metadata Potentially Exposed

The Cloud Metadata Attack attempts to abuse a misconfigured NGINX server in order to
access the instance metadata maintained by cloud service providers such as AWS, GCP
and Azure.
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All of these providers provide metadata via an internal unroutable IP address
'169.254.169.254' - this can be exposed by incorrectly configured NGINX servers and
accessed by using this IP address in the Host header field.

http://localhost:8888/latest/meta-data/?
ElO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGImvAAEO

POST
169.254.169.254

Based on the successful response status code cloud metadata may have been returned in
the response. Check the response data to see if any cloud metadata has been returned.
The meta data returned can include information that would allow an attacker to completely
compromise the system.

1

Do not trust any user data in NGINX configs. In this case it is probably the use of the $host
variable which is set from the 'Host' header and can be controlled by an attacker.

https://www.nginx.com/blog/trust-no-one-perils-of-trusting-user-input/

90034

Description
URL
Method
Attack

Evidence

Other
Info

Instances

Solution

SQL injection may be possible.
http://localhost:8888/rest/products/search?q=%27%28
GET

(

SQLITE_ERROR

RDBMS [SQLite] likely, given error message regular expression [SQLITE_ERROR]
matched by the HTML results. The vulnerability was detected by manipulating the
parameter to cause a database error message to be returned and recognised.

1

Do not trust client side input, even if there is client side validation in place.
In general, type check all data on the server side.

If the application uses JDBC, use PreparedStatement or CallableStatement, with
parameters passed by *?'

If the application uses ASP, use ADO Command Objects with strong type checking and
parameterized queries.

If database Stored Procedures can be used, use them.

Do *not* concatenate strings into queries in the stored procedure, or use ‘exec’, 'exec
immediate', or equivalent functionality!

Do not create dynamic SQL queries using simple string concatenation.
Escape all data received from the client.

Apply an ‘allow list' of allowed characters, or a 'deny list' of disallowed characters in user
input.

Apply the principle of least privilege by using the least privileged database user possible.

In particular, avoid using the 'sa’ or 'db-owner' database users. This does not eliminate SQL
injection, but minimizes its impact.


http://localhost:8888/latest/meta-data/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/latest/meta-data/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
https://www.nginx.com/blog/trust-no-one-perils-of-trusting-user-input/
https://www.zaproxy.org/docs/alerts/90034/
http://localhost:8888/rest/products/search?q=%27%28
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Grant the minimum database access that is necessary for the application.

https://cheatsheetseries.owasp.org/cheatsheets/SQL _Injection_Prevention_Cheat Sheet.
html

89

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate
certain types of attacks, including Cross Site Scripting (XSS) and data injection attacks.
These attacks are used for everything from data theft to site defacement or distribution of
malware. CSP provides a set of standard HTTP headers that allow website owners to
declare approved sources of content that browsers should be allowed to load on that page
— covered types are JavaScript, CSS, HTML frames, fonts, images and embeddable
objects such as Java applets, ActiveX, audio and video files.

http://localhost:8888
GET

http://localhost:8888/
GET

http://localhost:8888/ftp
GET

http://localhost:8888/ftp/
GET

http://localhost:8888/ftp/coupons_2013.md.bak

GET

http://localhost:8888/ftp/eastere.qq



https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/89.html
https://www.zaproxy.org/docs/alerts/40018/
http://localhost:8888
http://localhost:8888/
http://localhost:8888/ftp
http://localhost:8888/ftp/
http://localhost:8888/ftp/coupons_2013.md.bak
http://localhost:8888/ftp/eastere.gg
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http://localhost:8888/ftp/encrypt.pyc
GET

http://localhost:8888/ftp/package.json.bak
GET

http://localhost:8888/ftp/quarantine
GET

http://localhost:8888/ftp/suspicious_errors.yml

GET

http://localhost:8888/juice-shop/build/routes/assets/public/assets/public/favicon_js.ico

GET

http://localhost:8888/juice-shop/build/routes/assets/public/favicon_js.ico

GET

http://localhost:8888/juice-shop/build/routes/assets/public/main.js

GET



http://localhost:8888/ftp/encrypt.pyc
http://localhost:8888/ftp/package.json.bak
http://localhost:8888/ftp/quarantine
http://localhost:8888/ftp/suspicious_errors.yml
http://localhost:8888/juice-shop/build/routes/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/build/routes/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/build/routes/assets/public/main.js
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http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js

GET

http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js

GET

http://localhost:8888/juice-shop/build/routes/assets/public/styles.css

GET

http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js

GET

http://localhost:8888/juice-shop/build/routes/fileServer.|s:39:13
GET

http://localhost:8888/juice-shop/build/routes/fileServer.js:55:18
GET

http://localhost:8888/juice-shop/build/routes/main.js

GET



http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js
http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js
http://localhost:8888/juice-shop/build/routes/assets/public/styles.css
http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js
http://localhost:8888/juice-shop/build/routes/fileServer.js:39:13
http://localhost:8888/juice-shop/build/routes/fileServer.js:55:18
http://localhost:8888/juice-shop/build/routes/main.js
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http://localhost:8888/juice-shop/build/routes/polyfills.js
GET

http://localhost:8888/juice-shop/build/routes/runtime.js

GET

http://localhost:8888/juice-shop/build/routes/styles.css

GET

http://localhost:8888/juice-shop/build/routes/vendor.js
GET

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public
[favicon_js.ico

GET

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/favicon_js.ico

GET

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js

GET


http://localhost:8888/juice-shop/build/routes/polyfills.js
http://localhost:8888/juice-shop/build/routes/runtime.js
http://localhost:8888/juice-shop/build/routes/styles.css
http://localhost:8888/juice-shop/build/routes/vendor.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js
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URL

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js

GET

http://localhost:8888/juice-shop/node_maodules/express/lib/router/assets/public/runtime.js

GET

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/styles.css

GET

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js
GET

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:280:10

GET

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:286:9

GET

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:328:13

GET

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:365:14


http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/runtime.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/styles.css
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:280:10
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:286:9
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:328:13
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:365:14
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URL http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:376:14
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URL http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:421:3
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URL http://localhost:8888/juice-shop/node _modules/express/lib/router/layer.js:95:5

Method GET
Attack
Evidence

Other
Info

URL http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js
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URL http://localhost:8888/juice-shop/node_modules/express/lib/router/polyfills.js
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URL http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.js

Method GET
Attack
Evidence

Other
Info

URL http://localhost:8888/juice-shop/node_modules/express/lib/router/styles.css
Method GET
Attack


http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:376:14
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:421:3
http://localhost:8888/juice-shop/node_modules/express/lib/router/layer.js:95:5
http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/polyfills.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/styles.css
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http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js

GET

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public
[favicon_js.ico

GET

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/favicon_js.ico

GET

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js

GET

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/polyfills.js

GET

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js

GET

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/styles.css

GET



http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/polyfills.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/styles.css
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http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js

GET

http://localhost:8888/juice-shop/node_modules/serve-index/index.js:145:39

GET

http://localhost:8888/juice-shop/node modules/serve-index/main.js

GET

http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js
GET

http://localhost:8888/juice-shop/node_modules/serve-index/runtime.js

GET

http://localhost:8888/juice-shop/node_modules/serve-index/styles.css

GET

http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js

GET



http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js
http://localhost:8888/juice-shop/node_modules/serve-index/index.js:145:39
http://localhost:8888/juice-shop/node_modules/serve-index/main.js
http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js
http://localhost:8888/juice-shop/node_modules/serve-index/runtime.js
http://localhost:8888/juice-shop/node_modules/serve-index/styles.css
http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvIkA&sid=SgxxYy8Witak TvgBAAEI

Method POST

URL

Attack
Evidence

Other
Info

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvAE|&sid=wmdGUvyPIx45ib7hAAEK
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http://localhost:8888/socket.io/?EI0O=4&transport=polling&t=PNnvB11&sid=w6h0Kv-
OEadu7WpdAAEM
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvB m&sid=1ICOVTpvJFhggzLGAAEO
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fNAAAER
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http://localhost:8888/sitemap.xml
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9kA&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9kA&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAEj&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAEj&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB11&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB11&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_m&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_m&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fN4AAER
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ElO=4&transport=polling&t=PNnvE7p&sid=gXwKdxZEKd3s5eNIAAEV
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URL http://localhost:8888/socket.io/

ElO=4&transport=polling&t=PNnvE96&sid=xLyrwGRkC1n0vJzZXAAEX
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEhi&sid=7bllI5datLyFzC7zxAAEa
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwch8Ky_pAAEDb
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMghotHUqgx7AAEc
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvE7E&sid=tYYrux1vU2XU7qyZAAEf

Method POST

URL



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-L&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-L&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE7p&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE7p&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE96&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE96&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEhi&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEhi&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7E&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7E&sid=tYYrux1vU2XU7qyZAAEf
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh

POST

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-
E5ufl CinAAEmM

POST

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFWY &sid=06vanPWpfflJavlL AAEK

POST

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGImvAAEO

POST

74

Ensure that your web server, application server, load balancer, etc. is configured to set the
Content-Security-Policy header.

https://developer.mozilla.org/en-US/docs/Web/Security/ CSP
/Introducing_Content_Security Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content Security Policy Cheat Sheet.html

https://www.w3.0rg/TR/CSP/
https://w3c.github.io/webappsec-csp/
https://web.dev/articles/csp
https://caniuse.com/#feat=contentsecuritypolicy
https://content-security-policy.com/

693



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFWY&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFWY&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
https://www.w3.org/TR/CSP/
https://w3c.github.io/webappsec-csp/
https://web.dev/articles/csp
https://caniuse.com/#feat=contentsecuritypolicy
https://content-security-policy.com/
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10038/
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Web browser data loading may be possible, due to a Cross Origin Resource Sharing
(CORS) misconfiguration on the web server.

http://localhost:8888

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/api/Challenges/?name=Score%20Board

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/api/Quantitys/
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/i18n/en.json
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.


http://localhost:8888
http://localhost:8888/
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URL

http://localhost:8888/assets/public/favicon_js.ico

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/hackinglnstructor.png

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/JuiceShop Logo.png

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/apple_juice.jpg

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/apple _pressings.jpg

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/artwork?2.jpg



http://localhost:8888/assets/public/favicon_js.ico
http://localhost:8888/assets/public/images/hackingInstructor.png
http://localhost:8888/assets/public/images/JuiceShop_Logo.png
http://localhost:8888/assets/public/images/products/apple_juice.jpg
http://localhost:8888/assets/public/images/products/apple_pressings.jpg
http://localhost:8888/assets/public/images/products/artwork2.jpg

Method
Attack

Evidence

Other
Info

URL
Method
Attack

Evidence

Other
Info

URL
Method
Attack

Evidence

Other
Info

URL
Method
Attack

Evidence

Other
Info

URL
Method
Attack

Evidence

Other
Info

URL
Method

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/banana_juice.jpg

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/carrot_juice.jpeq

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/eggfruit_juice.jpg
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/fan_facemask.jpg

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/fruit_press.jpg

GET
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Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/green_smoothie.jpg

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/lemon_juice.jpg

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/melon_bike.jpeg

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/assets/public/images/products/permafrost.jpg
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/font-mfizz.woff
GET
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Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/acquisitions.md
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/announcement_encrypted.md

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/coupons 2013.md.bak
GET

Access-Control-Allow-Origin: *
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The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/eastere.qg
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/encrypt.pyc
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/incident-support.kdbx
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/legal.md
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/package.json.bak
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
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implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/quarantine
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/quarantine/juicy_malware_linux_amd_64.url
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/quarantine/juicy_malware_linux_arm_64.url

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/quarantine/juicy_malware_macos_64.url

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/quarantine/juicy_malware_windows 64.exe.url

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
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be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/ftp/suspicious_errors.yml

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/assets/public/assets/public/favicon_js.ico

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/assets/public/favicon_js.ico

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/assets/public/main.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.
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URL

http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/assets/public/styles.css

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/fileServer.js:39:13
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/fileServer.|s:55:18
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/main.js
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Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/polyfills.js
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/runtime.|s

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/styles.css
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/build/routes/vendor.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public
[favicon_js.ico

GET
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Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/favicon_js.ico
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/runtime.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/styles.css

GET
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Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:280:10

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:286:9

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:328:13

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:365:14

GET

Access-Control-Allow-Origin: *
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The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:376:14

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:421:3
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node _modules/express/lib/router/layer.js:95:5

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/polyfills.js
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
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implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.s

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/styles.css
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public
[favicon_js.ico

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/favicon_js.ico

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
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authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/polyfills.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/styles.css

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
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authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/index.js:145:39

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/main.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node modules/serve-index/runtime.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/styles.css

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
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authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/main.js

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/Materiallcons-Regular.woff2
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/polyfills.js
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/rest/admin/application-configuration

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from


http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js
http://localhost:8888/main.js
http://localhost:8888/MaterialIcons-Regular.woff2
http://localhost:8888/polyfills.js
http://localhost:8888/rest/admin/application-configuration
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authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/rest/admin/application-version

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/rest/languages

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/rest/products/search?g=
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/robots.txt
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/runtime.js
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from


http://localhost:8888/rest/admin/application-version
http://localhost:8888/rest/languages
http://localhost:8888/rest/products/search?q=
http://localhost:8888/robots.txt
http://localhost:8888/runtime.js
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authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/sitemap.xml
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/styles.css

GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/tutorial.js
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

http://localhost:8888/vendor.js
GET

Access-Control-Allow-Origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser
implementations do not permit arbitrary third parties to read the response from
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could
be used by an attacker to access data that is available in an unauthenticated manner, but
which uses some other form of security, such as IP address white-listing.

96

Ensure that sensitive data is not available in an unauthenticated manner (using IP address
white-listing, for instance).

Configure the "Access-Control-Allow-Origin" HTTP header to a more restrictive set of
domains, or remove all CORS headers entirely, to allow the web browser to enforce the
Same Origin Policy (SOP) in a more restrictive manner.

https://vulncat.fortify.com/en/detail?id=desc.config.dotnet.
html5_overly permissive_cors_paolicy
264



http://localhost:8888/sitemap.xml
http://localhost:8888/styles.css
http://localhost:8888/tutorial.js
http://localhost:8888/vendor.js
https://vulncat.fortify.com/en/detail?id=desc.config.dotnet.html5_overly_permissive_cors_policy
https://vulncat.fortify.com/en/detail?id=desc.config.dotnet.html5_overly_permissive_cors_policy
https://cwe.mitre.org/data/definitions/264.html
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The response does not protect against 'ClickJacking' attacks. It should include either
Content-Security-Policy with ‘frame-ancestors' directive or X-Frame-Options.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvIkA&sid=SgxxYy8WitakTvgBAAEI

POST

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvAEj&sid=wmdGUvyPIx45ib7hAAEK

POST

OEadu7WpdAAEM
POST

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvB m&sid=1ICOVTpvJFhggzLGAAEO

POST

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ

POST

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fNAAAER

POST



https://www.zaproxy.org/docs/alerts/10098/
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9kA&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9kA&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAEj&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAEj&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB11&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB11&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_m&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_m&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fN4AAER

Info

http://localhost:8888/socket.io/?EI0O=4&transport=polling&t=PNnvD-L &sid=KCnrWzArHQ4-

UIRE KEVgAAEU
Method POST
Attack
Evidence
Other
Info
URL http://localhost:8888/socket.io/?

ElO=4&transport=polling&t=PNnvE7p&sid=gXwKdxZEKd3s5eNIAAEV
Method POST

Attack
Evidence
Other
Info
: : .i0/?
URL http://localhost:8888/socket.io/

ElO=4&transport=polling&t=PNnvE96&sid=xLyrwGRkC1n0vJzZXAAEX
Method POST
Attack
Evidence

Other
Info

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEhi&sid=7blI5datLyFzC7zxAAEa

Method POST

URL

Attack
Evidence

Other
Info

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwch8Ky_pAAEDb

Method POST

URL

Attack
Evidence

Other
Info

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMghotHUqgx7AAEc

Method POST

URL

Attack
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Other
Info

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvE7E&sid=tYYrux1vU2XU7qyZAAEf

Method POST

URL

Attack


http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-L&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-L&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE7p&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE7p&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE96&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE96&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEhi&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEhi&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7E&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7E&sid=tYYrux1vU2XU7qyZAAEf
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh

POST

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-
E5ufl CinAAEmM

POST

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFWY &sid=06vanPWpfflJavll AAEK

POST

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO

POST

17
Modern Web browsers support the Content-Security-Policy and X-Frame-Options HTTP
headers. Ensure one of them is set on all web pages returned by your site/app.

If you expect the page to be framed only by pages on your server (e.g. it's part of a
FRAMESET) then you'll want to use SAMEORIGIN, otherwise if you never expect the page
to be framed, you should use DENY. Alternatively consider implementing Content Security
Policy's "frame-ancestors" directive.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
1021

15

10020

URL rewrite is used to track user session ID. The session ID may be disclosed via cross-
site referer header. In addition, the session ID might be stored in browser history or server
logs.

http://localhost:8888/socket.io/?



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFWY&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFWY&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://cwe.mitre.org/data/definitions/1021.html
https://www.zaproxy.org/docs/alerts/10020/
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9kC&sid=SgxxYy8WjtakTvqBAAEI
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ElO=4&transport=polling&t=PNnv9kC&sid=SgxxYy8Wijtak TvqBAAEI
GET

SgxxYy8WijtakTvgBAAEI

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnv9mx&sid=SaxxYy8Witak TvgBAAEI

GET

SgxxYy8WijtakTvgBAAEI

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvAEI&sid=wmdGUvyPIx45ib7hAAEK

GET

wmdGUvyPIx45ib7hAAEK

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvAH0&sid=wmdGUvyPIx45ib7hAAEK

GET

wmdGUvyPIx45ib7hAAEK

http://localhost:8888/socket.io/?EI0=4&transport=polling&t=PNnvB13&sid=w6h0Kv-
OEadu7WpdAAEM

GET

w6hOKv-0Eadu7WpdAAEM

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB97&sid=w6h0Kv-
OEadu7WpdAAEM

GET

w6h0Kv-OEadu7WpdAAEM

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvB_p&sid=1ICOVTpvJFhggzLGAAEO

GET

1ICOVTpvJFhggzLGAAEO


http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9kC&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9mx&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9mx&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAEl&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAEl&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAH0&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAH0&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB13&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB13&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB97&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB97&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_p&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_p&sid=1lCOVTpvJFhggzLGAAEO
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvC8H&sid=1ICOVTpvJFhagzl GAAEO

GET

1ICOVTpvIFhggzLGAAEO

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvCs9&sid=KePNpYEpolaABbffAAEQ

GET

KePNpYEpolaABDfAAEQ

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvCtU&sid=CnguAl6eZQqj7fNAAAER

GET

CnguAl6eZQqj7fN4AAER

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvCzh&sid=CnguAl6eZQqj7fNAAAER

GET

CnguAl6eZQqj7fN4AAER

http://localhost:8888/socket.io/?EI0=4&transport=polling&t=PNnvD-M&sid=KCnrWzArHQ4-
KEVgAAEU

GET

KCnrwWzArHQ4-KEVgAAEU

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvD64&sid=KePNpY EpolaABbffAAEQ

GET

KePNpYEpolaABbffAAEQ

http://localhost:8888/socket.io/?EIO0=4&transport=polling&t=PNnvEOw&sid=KCnrWzArHQ4-
KEVgAAEU

GET



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvC8H&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvC8H&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs9&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs9&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCtU&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCtU&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCzh&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCzh&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-M&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-M&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD64&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD64&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE0w&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE0w&sid=KCnrWzArHQ4-KEVgAAEU
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KCnrWzArHQ4-KEVgAAEU

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvE7s&sid=gXwKdxZEKd3s5eNIAAEV

GET

gXwWKdxZEKd3s5eNIAAEV

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvE98&sid=xL yrwGRKC1n0vJzXAAEX

GET

XLyrwGRkC1n0vJzXAAEX

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEBY &sid=xL yrwGRkC1n0vJzXAAEX

GET

XLyrwGRkC1n0vJzXAAEX

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEhj&sid=7blI5datLyFzC7zxAAEa

GET

7bli5datLyFzC7zxAAEa

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEJ0&sid=gXwKdxZEKd3s5eNIAAEV

GET

gXwKdxZEKd3s5eNIAAEV

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEk7&sid=7blI5datL yFzC7zxAAEa

GET

7bli5datLyFzC7zxAAEa

http://localhost:8888/socket.io/?



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE7s&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE7s&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE98&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE98&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEBY&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEBY&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEhj&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEhj&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEJ0&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEJ0&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEk7&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEk7&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEp6&sid=NAOWX_Stwcb8Ky_pAAEb
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Evidence
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Evidence
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Evidence
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URL
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Attack
Evidence

Other
Info

URL

Method
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Evidence

Other
Info

URL

Method
Attack
Evidence

Other
Info

URL

Method
Attack

Evidence

ElO=4&transport=polling&t=PNnvEp6&sid=NAOWX_Stwch8Ky_pAAEDb
GET

NAOWX_Stwcb8Ky pAAEb

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEgX&sid=3C5HvaMghotHUgx7AAEc

GET

3C5HvaMghotHUgx7AAEC

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEtS&sid=NAOWX_Stwcb8Ky_pAAEb

GET

NAOWX_Stwch8Ky pAAEb

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvExF&sid=3C5HvaMghotHUgx7AAEc

GET

3C5HvaMghotHUgx7AAEc

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvE7F&sid=tYYrux1vU2XU7qyZ AAEf

GET

tYYruxlvU2XU7qyZAAEf

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvF9f&sid=tYYruxlvU2XU7qyZAAEf

GET

tYYruxlvU2XU7qyZAAESf

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFAf&sid=P7xOAjkrNhK7ynaaAAEh

GET

P7xOAjkrNhK7ynaaAAEh


http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEp6&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEqX&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEqX&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEtS&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEtS&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvExF&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvExF&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7F&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7F&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF9f&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF9f&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAf&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAf&sid=P7xOAjkrNhK7ynaaAAEh
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFD3&sid=P7x0OAjkrNhK7ynaaAAEh

GET

P7xOAjkrNhK7ynaaAAEh

M
GET

fbSJ9ax-E5ufLCInAAEmM

E5quC|nAAEm
GET

fbSJ9ax-E5ufLCIinAAEmM

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFWa&sid=06vanPWpffJJavllL AAEK

GET

O6vanPWpfflJaviLAAEk

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFY9&sid=06vanPWpffJJaviL AAEK

GET

O6vanPWpfflJavlLAAEk

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJd0&sid=NvJS0G7QCf3l GImvAAEO0

GET

NvJS0G7QCf3LGImvAAEO

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3l GImvAAEO

GET



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFD3&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFD3&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkL&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkL&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFmr&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFmr&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFWa&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFWa&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFY9&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFY9&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJd0&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJd0&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
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NvJSO0G7QCf3LGImVAAEO

http://localhost:8888/socket.io/?
ElO=4&transport=websocket&sid=11COVTpvJFhggzLGAAEO

GET

1ICOVTpvJIFhggzLGAAEO

http://localhost:8888/socket.io/?
ElO=4&transport=websocket&sid=3C5HvaMahotHUgx7AAEc

GET

3C5HvaMghotHUgx7AAEc

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=7bll5datLyFzC7zxAAEa
GET

7bli5datLyFzC7zxAAEa

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=CnguAl6eZQqj7fN4AAER
GET

CnguAl6eZQqj7fNAAAER

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=fbSJ9ax-E5ufL CinAAEmM
GET

fbSJ9ax-E5ufLCinAAEmM

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=KCnrWzArHQ4-
KEVgAAEU

GET

KCnrWzArHQ4-KEVgAAEU

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=KePNpY EpolaABbffAAEQ
GET



http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=KePNpYEpolaABbffAAEQ
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KePNpYEpolaABbffAAEQ

http://localhost:8888/socket.io/?

ElO=4&transport=websocket&sid=NAOWX_Stwch8Ky pAAEDb
GET

NAOWX_Stwch8Ky pAAEb

http://localhost:8888/socket.io/?

ElO=4&transport=websocket&sid=NvJS0G7QCf3L GImvAAEO

GET

NvJSO0G7QCf3LGImvAAEO

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=06vanPWpffJJavlL AAEk

GET

O6vanPWpfflJavlLAAEk

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=P7xOAjkrNhK7ynaaAAEh

GET

P7xOAjkrNhK7ynaaAAEh

http://localhost:8888/socket.io/?

ElO=4&transport=websocket&sid=gXwKdxZEKd3s5eNIAAEV

GET

gXwKdxZEKd3s5eNIAAEV

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI

GET

SgxxYy8WijtakTvgBAAEI

http://localhost:8888/socket.io/?EI0=4&transport=websocket&sid=tYYrux1vU2XU7qyZAAEf

GET


http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=tYYrux1vU2XU7qyZAAEf

Attack
Evidence tYYruxlvU2XU7qyZAAEf

Other
Info

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=w6h0Kv-

URL

OEadu7WpdAAEM
Method GET
Attack
Evidence w6hOKv-0Eadu7WpdAAEM
Other
Info
URL httD://Iocalhost:8888/socket.io/?. _
ElO=4&transport=websocket&sid=wmdGUvyPIx45ib7hAAEK
Method GET
Attack
Evidence wmdGUvyPIx45ib7hAAEK
Other
Info
URL http://localhost:8888/socket. io/?_
ElO=4&transport=websocket&sid=xLyrwGRkC1n0vJzXAAEX
Method GET
Attack
Evidence XLyrwGRkC1n0vJzXAAEX
Other
Info
URL http://localhost:8888/socket.io/?

ElO=4&transport=polling&t=PNnvIkA&sid=SgxxYy8Witak TvgBAAEI
Method POST

Attack
Evidence SgxxYy8WijtakTvgBAAEI
Other
Info
p: : .io/?
URL http://localhost:8888/socket.io/

ElO=4&transport=polling&t=PNnvAE|&sid=wmdGUvyPIx45ib7hAAEK
Method POST

Attack
Evidence wmdGUvyPIx45ib7hAAEK
Other
Info
URL http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB11&sid=w6h0Kv-
OEadu7WpdAAEM
Method POST
Attack
Evidence w6hOKv-0Eadu7WpdAAEM
Other
Info

http://localhost:8888/socket.io/?



http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9kA&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9kA&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAEj&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAEj&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB11&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB11&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_m&sid=1lCOVTpvJFhggzLGAAEO

URL ElO=4&transport=polling&t=PNnvB m&sid=1ICOVTpvJFhggzLGAAEO

Method POST
Attack
Evidence 1ICOVTpvIFhggzLGAAEO
Other
Info
URL http://localhost:8888/socket.io/?

ElO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ
Method POST

Attack
Evidence KePNpYEpolaABbffAAEQ
Other
Info
. . H f)
URL http://localhost:8888/socket.io/”

ElO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fNAAAER
Method POST

Attack
Evidence CnguAl6eZQqj7fN4AAER
Other
Info
http://localhost:8888/socket.io/?EI0=4&transport=polling&t=PNnvD-L &sid=KCnrWzArHQ4-
URL
KEVgAAEU
Method POST
Attack
Evidence KCnrWzArHQ4-KEVgAAEU
Other
Info
URL http://localhost:8888/socket.io/"

ElO=4&transport=polling&t=PNnvE7p&sid=gXwKdxZEKd3s5eNIAAEV
Method POST

Attack
Evidence gXwKdxZEKd3s5eNIAAEV
Other
Info
URL http://localhost:8888/socket.io/~

ElO=4&transport=polling&t=PNnvE96&sid=xL yrwGRkC1n0vJzXAAEX
Method POST

Attack
Evidence XLyrwGRkC1n0vJzXAAEX
Other
Info
URL http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEhi&sid=7bll5datl yFzC7zxAAEa
Method POST
Attack

Evidence 7bli5datLyFzC7zxAAEa


http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_m&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-L&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-L&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE7p&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE7p&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE96&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE96&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEhi&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEhi&sid=7blI5datLyFzC7zxAAEa

Other
Info

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEp2&sid=NAOWX_ Stwcb8Ky pAAEb

Method POST

URL

Attack
Evidence NAOWX_Stwcb8Ky pAAEb
Other
Info
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URL http://localhost:8888/socket.io/”

ElO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMghotHUqgx7AAEc
Method POST

Attack
Evidence 3C5HvaMghotHUgx7AAEc
Other
Info
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URL http://localhost:8888/socket.io/

ElO=4&transport=polling&t=PNnvF7E&sid=tYYrux1lvU2XU7qyZAAEf
Method POST

Attack
Evidence tYYruxlvU2XU7qyZAAEf
Other
Info
. . H 7
URL http://localhost:8888/socket.io/"

ElO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh
Method POST

Attack

Evidence P7xOAjkrNhK7ynaaAAEh

Other

Info
URL http://localhost:8888/socket.io/?EI0=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-

E5ufl CinAAEmM

Method POST

Attack

Evidence fbSJ9ax-E5ufLCinAAEmM

Other

Info

a o A )

URL http://localhost:8888/socket.io/~

ElO=4&transport=polling&t=PNnvFWY &sid=06vanPWpffJJavll AAEK
Method POST

Attack
Evidence O6vanPWpfflJavlLAAEk
Other
Info
. . H f)
URL http://localhost:8888/socket.io/”

ElO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGImVAAEQO
Method POST



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7E&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7E&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFWY&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFWY&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
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NvJSO0G7QCf3LGImVAAEO

68

For secure content, put session ID in a cookie. To be even more secure consider using a
combination of cookie and URL rewrite.

https://seclists.org/webappsec/2002/q4/111
200

13

3

Cross-Domain JavaScript Source File Inclusion

The page includes one or more script files from a third-party domain.
http://localhost:8888

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/assets/public/assets/public/favicon_js.ico
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>


https://seclists.org/webappsec/2002/q4/111
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/3/
http://localhost:8888
http://localhost:8888
http://localhost:8888/
http://localhost:8888/
http://localhost:8888/juice-shop/build/routes/assets/public/assets/public/favicon_js.ico
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http://localhost:8888/juice-shop/build/routes/assets/public/assets/public/favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/assets/public/favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/build/routes/assets/public/favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/assets/public/main.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/build/routes/assets/public/main.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>


http://localhost:8888/juice-shop/build/routes/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/build/routes/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/build/routes/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/build/routes/assets/public/main.js
http://localhost:8888/juice-shop/build/routes/assets/public/main.js
http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js
http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js
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http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/assets/public/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/build/routes/assets/public/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/fileServer.js:39:13
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>


http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js
http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js
http://localhost:8888/juice-shop/build/routes/assets/public/styles.css
http://localhost:8888/juice-shop/build/routes/assets/public/styles.css
http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js
http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js
http://localhost:8888/juice-shop/build/routes/fileServer.js:39:13
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http://localhost:8888/juice-shop/build/routes/fileServer.js:39:13
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/fileServer.js:55:18
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/build/routes/fileServer.js:55:18
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/main.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
I/script>

http://localhost:8888/juice-shop/build/routes/main.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/polyfills.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/build/routes/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>


http://localhost:8888/juice-shop/build/routes/fileServer.js:39:13
http://localhost:8888/juice-shop/build/routes/fileServer.js:55:18
http://localhost:8888/juice-shop/build/routes/fileServer.js:55:18
http://localhost:8888/juice-shop/build/routes/main.js
http://localhost:8888/juice-shop/build/routes/main.js
http://localhost:8888/juice-shop/build/routes/polyfills.js
http://localhost:8888/juice-shop/build/routes/polyfills.js
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http://localhost:8888/juice-shop/build/routes/runtime.|s

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/build/routes/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/build/routes/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/build/routes/vendor.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/build/routes/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public
[favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><


http://localhost:8888/juice-shop/build/routes/runtime.js
http://localhost:8888/juice-shop/build/routes/runtime.js
http://localhost:8888/juice-shop/build/routes/styles.css
http://localhost:8888/juice-shop/build/routes/styles.css
http://localhost:8888/juice-shop/build/routes/vendor.js
http://localhost:8888/juice-shop/build/routes/vendor.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public/favicon_js.ico
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[script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public
[favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js

GET



http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js

Evidence

Other
Info

URL
Method
Attack

Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack

Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack

Evidence

Other
Info

URL
Method
Attack
Evidence

Other
Info

URL
Method
Attack

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/expressl/lib/router/assets/public/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/styles.css
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:280:10

GET


http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/runtime.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/runtime.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/styles.css
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/styles.css
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:280:10
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<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:280:10

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:286:9

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:286:9

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:328:13

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
I/script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:328:13
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:365:14

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:365:14

GET



http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:280:10
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:286:9
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:286:9
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:328:13
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:328:13
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:365:14
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:365:14
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<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:376:14
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:376:14
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:421:3

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:421:3
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/layer.js:95:5

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/layer.js:95:5

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js

GET



http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:376:14
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:376:14
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:421:3
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:421:3
http://localhost:8888/juice-shop/node_modules/express/lib/router/layer.js:95:5
http://localhost:8888/juice-shop/node_modules/express/lib/router/layer.js:95:5
http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js
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<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
I/script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/styles.css
GET


http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/polyfills.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/polyfills.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/styles.css
http://localhost:8888/juice-shop/node_modules/express/lib/router/styles.css
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URL

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public
[favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public
[favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/favicon_js.ico
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js



http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js
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GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/polyfills.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>


http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/polyfills.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/polyfills.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/styles.css
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http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
Iscript>

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/index.js:145:39

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/serve-index/index.js:145:39

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/main.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/serve-index/main.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>


http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/styles.css
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js
http://localhost:8888/juice-shop/node_modules/serve-index/index.js:145:39
http://localhost:8888/juice-shop/node_modules/serve-index/index.js:145:39
http://localhost:8888/juice-shop/node_modules/serve-index/main.js
http://localhost:8888/juice-shop/node_modules/serve-index/main.js
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http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/runtime.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/juice-shop/node_modules/serve-index/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

http://localhost:8888/juice-shop/node_modules/serve-index/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>


http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js
http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js
http://localhost:8888/juice-shop/node_modules/serve-index/runtime.js
http://localhost:8888/juice-shop/node_modules/serve-index/runtime.js
http://localhost:8888/juice-shop/node_modules/serve-index/styles.css
http://localhost:8888/juice-shop/node_modules/serve-index/styles.css
http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js
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Solution

Reference
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Low

http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

http://localhost:8888/sitemap.xml
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

http://localhost:8888/sitemap.xml
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>

98

Ensure JavaScript source files are loaded from only trusted sources, and the sources can't
be controlled by end users of the application.

Private IP Disclosure

A private IP (such as 10.x.x.x, 172.x.X.X, 192.168.x.x) or an Amazon EC2 private hostname
(for example, ip-10-0-56-78) has been found in the HTTP response body. This information
might be helpful for further attacks targeting internal systems.

http://localhost:8888/rest/admin/application-configuration

GET

192.168.99.100:3000
192.168.99.100:3000 192.168.99.100:4200

1

Remove the private IP address from the HTTP response body. For comments, use JSP/ASP
/PHP comment instead of HTML/JavaScript comment which can be seen by client browsers.

https://tools.ietf.org/html/rfc1918
200

13

2

Timestamp Disclosure - Unix


http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js
http://localhost:8888/sitemap.xml
http://localhost:8888/sitemap.xml
https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10017/
http://localhost:8888/rest/admin/application-configuration
https://tools.ietf.org/html/rfc1918
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/2/

Description A timestamp was disclosed by the application/web server. - Unix
URL http://localhost:8888/main.js
Method GET
Attack
Evidence 1734944650
%ger 1734944650, which evaluates to: 2024-12-23 16:04:10.
URL http://localhost:8888/rest/admin/application-configuration
Method GET
Attack
Evidence 1969196030
%ger 1969196030, which evaluates to: 2032-05-26 21:53:50.
URL http://localhost:8888/rest/admin/application-configuration
Method GET
Attack
Evidence 1970691216
I(?]tfger 1970691216, which evaluates to: 2032-06-13 05:13:36.
URL http://localhost:8888/rest/products/search?q=
Method GET
Attack
Evidence 1969196030
f?}}ger 1969196030, which evaluates to: 2032-05-26 21:53:50.
URL http://localhost:8888/rest/products/search?gq=
Method GET
Attack
Evidence 1970691216
ﬁ\tfger 1970691216, which evaluates to: 2032-06-13 05:13:36.
Instances 5
Solution Manually confirm that the tim_estamp data is not sensitive, and that the data cannot be
aggregated to disclose exploitable patterns.
Reference https://cwe.mitre.org/data/definitions/200.html
CWE Id 200
WASC Id 13
Plugin Id 10096
Low X-Content-Type-Options Header Missing
The Anti-MIME-Sniffing header X-Content-Type-Options was not set to ‘'nosniff'. This allows
older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response
Description body, potentially causing the response body to be interpreted and displayed as a content

type other than the declared content type. Current (early 2014) and legacy versions of
Firefox will use the declared content type (if one is set), rather than performing MIME-
sniffing.


http://localhost:8888/main.js
http://localhost:8888/rest/admin/application-configuration
http://localhost:8888/rest/admin/application-configuration
http://localhost:8888/rest/products/search?q=
http://localhost:8888/rest/products/search?q=
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10096/
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http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9fq
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvIkC&sid=SgxxYy8Wijtak TvaBAAEI

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvImx&sid=SgxxYy8Witak TvgBAAEI

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO0=4&transport=polling&t=PNnvAAr
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvAEI&sid=wmdGUvyPIx45ib7hAAEK

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvAHO&sid=wmdGUvyPIx45ib7hAAEK

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages


http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9fq
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9kC&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9kC&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9mx&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnv9mx&sid=SgxxYy8WjtakTvqBAAEI
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAAr
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAEl&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAEl&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAH0&sid=wmdGUvyPlx45ib7hAAEK
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAH0&sid=wmdGUvyPlx45ib7hAAEK
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away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAa4
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO0=4&transport=polling&t=PNnvB13&sid=w6h0Kv-
OEadu7WpdAAEM

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB97&sid=w6h0Kv-
OEadu7WpdAAEM

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvB_p&sid=1ICOVTpvJFhggzLGAAEO

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvBn_

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvC8H&sid=1ICOVTpvJFhggzL GAAEO

GET


http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvAq4
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB13&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB13&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB97&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB97&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_p&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_p&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvBn_
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvC8H&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvC8H&sid=1lCOVTpvJFhggzLGAAEO
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO0=4&transport=polling&t=PNnvCiH
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCj|6
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvCs9&sid=KePNpYEpolaABbffAAEQ

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvCtU&sid=CnguAl6eZQqj7fNA4AAER

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvCzh&sid=CnguAl6eZQqj7fN4AAER

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO0=4&transport=polling&t=PNnvD-M&sid=KCnrWzArHQ4-
KEVgAAEU

GET



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCiH
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCj6
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs9&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs9&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCtU&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCtU&sid=CnguAl6eZQqj7fN4AAER
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvD64&sid=KePNpYEpolaABbffAAEQ

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD_E
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvDn4
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvDqg5
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or server error responses.

http://localhost:8888/socket.io/?EIO0=4&transport=polling&t=PNnvEOw&sid=KCnrWzArHQ4-
KEVgAAEU

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvE7s&sid=gXwKdxZEKd3s5eNIAAEV
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvE98&sid=xL yrwGRkC1n0vJzXAAEX

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEBY &sid=xLyrwGRkC1n0vJzXAAEX

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EI0=4&transport=polling&t=PNnvEd6
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EI0=4&transport=polling&t=PNnvEek
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEhj&sid=7bllI5datLyFzC7zxAAEa

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEJO0&sid=gXwKdxZEKd3s5eNIAAEV

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEk7&sid=7blI5datlL yFzC7zxAAEa

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEp6&sid=NAOWX_Stwch8Ky_pAAEDb

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE pf
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEgX&sid=3C5HvaMaghotHUgx7AAEc

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
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affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO0=4&transport=polling&t=PNnvEXb
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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ElO=4&transport=polling&t=PNnvExF&sid=3C5HvaMghotHUgx7AAEc

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO0=4&transport=polling&t=PNnvEyh
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvF7F&sid=tYYruxlvU2XU7qyZAAEf

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvF9f&sid=tY Yrux1vU2XU7qyZAAEf

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFAf&sid=P7xOAjkrNhK7ynaaAAEh

GET



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEXb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvExF&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvExF&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEyh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7F&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7F&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF9f&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF9f&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAf&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAf&sid=P7xOAjkrNhK7ynaaAAEh

Evidence

Other
Info

URL

Method
Attack
Evidence
Other
Info

URL
Method
Attack
Evidence

Other
Info

URL

Method
Attack

Evidence

Other
Info

URL

Method
Attack

Evidence

Other
Info

URL

Method
Attack

Evidence

Other
Info

URL

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFD3&sid=P7x0OAjkrNhK7ynaaAAEh

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFEt

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

M
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

E5quC|nAAEm
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFWa&sid=06vanPWpfflJJaviLAAEk

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFY9&sid=06vanPWpffJJavlL AAEK
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFYF
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJd0&sid=NvJS0G7QC{3l GImvAAEO

GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJYE
GET

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvIkA&sid=SgxxYy8Witak TvgBAAEI

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvAEj&sid=wmdGUvyPIx45ib7hAAEK

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EI0O=4&transport=polling&t=PNnvB11&sid=w6h0Kv-
OEadu7WpdAAEM

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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ElO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-L &sid=KCnrWzArHQ4-
KEVgAAEU
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http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB11&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB11&sid=w6h0Kv-0Eadu7WpdAAEM
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_m&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvB_m&sid=1lCOVTpvJFhggzLGAAEO
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCs8&sid=KePNpYEpolaABbffAAEQ
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvCsz&sid=CnguAl6eZQqj7fN4AAER
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-L&sid=KCnrWzArHQ4-KEVgAAEU
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvD-L&sid=KCnrWzArHQ4-KEVgAAEU
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This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvE7p&sid=gXwKdxZEKd3s5eNIAAEV

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvE96&sid=xL yrwGRkC1n0vJzXAAEX

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEhi&sid=7bllI5datL yFzC7zxAAEa

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwcb8Ky pAAEb

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMghotHUqgx7AAEc

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvE7E&sid=tYYrux1vU2XU7qyZAAEf



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE7p&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE7p&sid=qXwKdxZEKd3s5eNlAAEV
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE96&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvE96&sid=xLyrwGRkC1n0vJzXAAEX
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEhi&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEhi&sid=7blI5datLyFzC7zxAAEa
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEp2&sid=NAOWX_Stwcb8Ky_pAAEb
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvEqW&sid=3C5HvaMqhotHUqx7AAEc
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7E&sid=tYYrux1vU2XU7qyZAAEf
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvF7E&sid=tYYrux1vU2XU7qyZAAEf
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Solution

Reference

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-
E5ufL CinAAEmM

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvFWY &sid=06vanPWpffJJavll AAEk

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO

POST

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still
affected by injection issues, in which case there is still concern for browsers sniffing pages
away from their actual content type. At "High" threshold this scan rule will not alert on client
Or Server error responses.

68
Ensure that the application/web server sets the Content-Type header appropriately, and
that it sets the X-Content-Type-Options header to 'nosniff' for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern web browser
that does not perform MIME-sniffing at all, or that can be directed by the web application
/web server to not perform MIME-sniffing.

https://learn.microsoft.com/en-us/previous-versions/windows/internet-explorer/ie-developer
[compatibility/0g622941(v=vs.85)



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFAd&sid=P7xOAjkrNhK7ynaaAAEh
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFkJ&sid=fbSJ9ax-E5ufLCinAAEm
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFWY&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvFWY&sid=O6vanPWpffJJav1LAAEk
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
https://learn.microsoft.com/en-us/previous-versions/windows/internet-explorer/ie-developer/compatibility/gg622941(v=vs.85)
https://learn.microsoft.com/en-us/previous-versions/windows/internet-explorer/ie-developer/compatibility/gg622941(v=vs.85)

https://owasp.org/www-community/Security Headers

CWE Id 693
WASC Id 15
Plugin Id 10021

Informational Information Disclosure - Suspicious Comments

The response appears to contain suspicious comments which may help an attacker. Note:

DAL Matches made within script blocks or files are against the entire content not only comments.
URL http://localhost:8888/juice-shop/build/routes/assets/public/main.js
Method GET
Attack
Evidence select
The following pattern was used: \bSELECT\b and was detected in the element starting with:
Other "<style>.mat-app-background{background-color:var(--mat-app-background-color,
Info transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.
URL http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js
Method GET
Attack
Evidence select
The following pattern was used: \bSELECT\b and was detected in the element starting with:
Other "<style>.mat-app-background{background-color:var(--mat-app-background-color,
Info transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.
URL http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js
Method GET
Attack
Evidence select
The following pattern was used: \bSELECT\b and was detected in the element starting with:
Other "<style>.mat-app-background{background-color:var(--mat-app-background-color,
Info transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.
URL http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js
Method GET
Attack
Evidence select
The following pattern was used: \bSELECT\b and was detected in the element starting with:
Other "<style>.mat-app-background{background-color:var(--mat-app-background-color,
Info transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.
URL http://localhost:8888/juice-shop/build/routes/main.js
Method GET
Attack
Evidence select
The following pattern was used: \bSELECT\b and was detected in the element starting with:
Other "<style>.mat-app-background{background-color:var(--mat-app-background-color,
Info transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious

comment/snippet.

URL http://localhost:8888/juice-shop/build/routes/polyfills.js



https://owasp.org/www-community/Security_Headers
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10021/
http://localhost:8888/juice-shop/build/routes/assets/public/main.js
http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js
http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js
http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js
http://localhost:8888/juice-shop/build/routes/main.js
http://localhost:8888/juice-shop/build/routes/polyfills.js
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The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/build/routes/runtime.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/build/routes/vendor.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js
GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/runtime.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js



http://localhost:8888/juice-shop/build/routes/runtime.js
http://localhost:8888/juice-shop/build/routes/vendor.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/runtime.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js
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The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/expressl/lib/router/polyfills.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node modules/serve-index/assets/public/polyfills.js

GET



http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/polyfills.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/polyfills.js
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The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js
GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node modules/serve-index/main.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/serve-index/runtime.js
GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with:
"<style>.mat-app-background{background-color:var(--mat-app-background-color,
transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.

http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js

GET



http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js
http://localhost:8888/juice-shop/node_modules/serve-index/main.js
http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js
http://localhost:8888/juice-shop/node_modules/serve-index/runtime.js
http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js

Attack

Evidence select
The following pattern was used: \bSELECT\b and was detected in the element starting with:
Other "<style>.mat-app-background{background-color:var(--mat-app-background-color,
Info transparent);color:var(--mat-app-text-color, inherit", see evidence field for the suspicious
comment/snippet.
URL http://localhost:8888/main.js
Method GET
Attack
Evidence query
The following pattern was used: \boQUERY\b and was detected in the element starting with:
Other ""use strict";(self.webpackChunkfrontend=self.webpackChunkfrontend||[]).push([[792],{7916:
Info (X,H,m)=>{m.d(H.{s:()=>gt});var T=m(531", see evidence field for the suspicious comment
/snippet.
URL http://localhost:8888/tutorial.js
Method GET
Attack
Evidence query
The following pattern was used: \bQUERY\b and was detected in the element starting with:
Other "use strict";(self.webpackChunkfrontend=self.webpackChunkfrontend||[]).push([[781],{1143:
Info (pe,F,x)=>{x.r(F),x.d(F,{haslnstruction", see evidence field for the suspicious comment
/snippet.
URL http://localhost:8888/vendor.js
Method GET
Attack
Evidence query
The following pattern was used: \bQUERY\b and was detected in the element starting with:
Other "(self.webpackChunkfrontend=self.webpackChunkfrontend||[]).push([[502],{4988:(pt,O,d)=>
Info {"use strict";function t(w){return(t="func", see evidence field for the suspicious comment
/snippet.
Instances 27
Soluti Remove all comments that return information that may help an attacker and fix any
olution ;
underlying problems they refer to.
Reference
CWE Id 200
WASC Id 13
Plugin Id 10027

Modern Web Application

The application appears to be a modern web application. If you need to explore it

B2l automatically then the Ajax Spider may well be more effective than the standard one.
URL http://localhost:8888
Method GET
Attack
Evi <script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
vidence .
/script>
Other No links have been found while there are scripts, which is an indication that this is a modern
Info web application.

URL http://localhost:8888/



http://localhost:8888/main.js
http://localhost:8888/tutorial.js
http://localhost:8888/vendor.js
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10027/
http://localhost:8888
http://localhost:8888/
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GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/ftp/

GET

<a href="">ftp</a>

Links have been found that do not have traditional href attributes, which is an indication that
this is a modern web application.

http://localhost:8888/juice-shop/build/routes/assets/public/assets/public/favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/assets/public/favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/assets/public/main.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern


http://localhost:8888/ftp/
http://localhost:8888/juice-shop/build/routes/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/build/routes/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/build/routes/assets/public/main.js
http://localhost:8888/juice-shop/build/routes/assets/public/polyfills.js
http://localhost:8888/juice-shop/build/routes/assets/public/runtime.js
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web application.
http://localhost:8888/juice-shop/build/routes/assets/public/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
Iscript>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/fileServer.js:39:13
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/fileServer.js:55:18
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/main.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/polyfills.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/runtime.js
GET


http://localhost:8888/juice-shop/build/routes/assets/public/styles.css
http://localhost:8888/juice-shop/build/routes/assets/public/vendor.js
http://localhost:8888/juice-shop/build/routes/fileServer.js:39:13
http://localhost:8888/juice-shop/build/routes/fileServer.js:55:18
http://localhost:8888/juice-shop/build/routes/main.js
http://localhost:8888/juice-shop/build/routes/polyfills.js
http://localhost:8888/juice-shop/build/routes/runtime.js
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<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
Iscript>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/build/routes/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public
[favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.


http://localhost:8888/juice-shop/build/routes/styles.css
http://localhost:8888/juice-shop/build/routes/vendor.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/main.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/polyfills.js
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http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
[script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:280:10
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:286:9

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:328:13

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:365:14

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>


http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/runtime.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/styles.css
http://localhost:8888/juice-shop/node_modules/express/lib/router/assets/public/vendor.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:280:10
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:286:9
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:328:13
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:365:14
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No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:376:14

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:421:3

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/layer.js:95:5

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/polyfills.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/styles.css

GET



http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:376:14
http://localhost:8888/juice-shop/node_modules/express/lib/router/index.js:421:3
http://localhost:8888/juice-shop/node_modules/express/lib/router/layer.js:95:5
http://localhost:8888/juice-shop/node_modules/express/lib/router/main.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/polyfills.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/runtime.js
http://localhost:8888/juice-shop/node_modules/express/lib/router/styles.css
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<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
Iscript>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public
[favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/favicon_js.ico

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
Iscript>

No links have been found while there are scripts, which is an indication that this is a modern
web application.


http://localhost:8888/juice-shop/node_modules/express/lib/router/vendor.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/favicon_js.ico
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/main.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/polyfills.js
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/runtime.js
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http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/index.js:145:39

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/main.js
GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/runtime.js

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
/script>

No links have been found while there are scripts, which is an indication that this is a modern
web application.

http://localhost:8888/juice-shop/node_modules/serve-index/styles.css

GET

<script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><


http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/styles.css
http://localhost:8888/juice-shop/node_modules/serve-index/assets/public/vendor.js
http://localhost:8888/juice-shop/node_modules/serve-index/index.js:145:39
http://localhost:8888/juice-shop/node_modules/serve-index/main.js
http://localhost:8888/juice-shop/node_modules/serve-index/polyfills.js
http://localhost:8888/juice-shop/node_modules/serve-index/runtime.js
http://localhost:8888/juice-shop/node_modules/serve-index/styles.css

Evidence /script>

Other No links have been found while there are scripts, which is an indication that this is a modern
Info web application.
URL http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js
Method GET
Attack
Evi <script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
vidence .
/script>
Other No links have been found while there are scripts, which is an indication that this is a modern
Info web application.
URL http://localhost:8888/sitemap.xml
Method GET
Attack
Evi <script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"><
vidence .
/script>

Other No links have been found while there are scripts, which is an indication that this is a modern
Info web application.

Instances 50

Solution This is an informational alert and so no changes are required.

Reference

CWE Id

WASC Id

Plugin Id 10109

Informational User Agent Fuzzer

Check for differences in response based on fuzzed User Agent (eg. mobile sites, access as
Description a Search Engine Crawler). Compares the response statuscode and the hashcode of the
response body with the original response.

URL http://localhost:8888/assets
Method GET
Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
Evidence
Other
Info
URL http://localhost:8888/assets
Method GET
Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)
Evidence
Other
Info
URL http://localhost:8888/assets
Method GET
Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)
Evidence
Other

Info


http://localhost:8888/juice-shop/node_modules/serve-index/vendor.js
http://localhost:8888/sitemap.xml
https://www.zaproxy.org/docs/alerts/10109/
http://localhost:8888/assets
http://localhost:8888/assets
http://localhost:8888/assets

URL http://localhost:8888/assets

Method GET
Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko
Evidence
Other
Info
URL http://localhost:8888/assets
Method GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

ARG Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0
Evidence
Other
Info
URL http://localhost:8888/assets
Method GET
Attack Mozilla/5.0 (Windows NT 10.(_); Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36
Evidence
Other
Info
URL http://localhost:8888/assets
Method GET
Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0
Evidence
Other
Info
URL http://localhost:8888/assets
Method GET
Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)
Evidence
Other
Info
URL http://localhost:8888/assets
Method GET
Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)
Evidence
Other
Info
URL http://localhost:8888/assets
Method GET
Attack Mozilla/5.0 (iPhqne; CPU iPhone 0S8 0 2 Ii.ke Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4
Evidence
Other

Info


http://localhost:8888/assets
http://localhost:8888/assets
http://localhost:8888/assets
http://localhost:8888/assets
http://localhost:8888/assets
http://localhost:8888/assets
http://localhost:8888/assets
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http://localhost:8888/assets
GET

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

http://localhost:8888/assets
GET

msnbot/1.1 (+http://search.msn.com/msnbot.htm)

http://localhost:8888/assets/i18n
GET

Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

http://localhost:8888/assets/i18n
GET
Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

http://localhost:8888/assets/i18n

GET
Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

http://localhost:8888/assets/i18n
GET
Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

http://localhost:8888/assets/i18n

GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

http://localhost:8888/assets/i18n


http://localhost:8888/assets
http://localhost:8888/assets
http://localhost:8888/assets/i18n
http://localhost:8888/assets/i18n
http://localhost:8888/assets/i18n
http://localhost:8888/assets/i18n
http://localhost:8888/assets/i18n
http://localhost:8888/assets/i18n
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URL

GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36

http://localhost:8888/assets/i18n
GET
Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0
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Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)
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GET

Mozilla/5.0 (iPhone; CPU iPhone OS 8 0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

http://localhost:8888/assets/i18n
GET

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

http://localhost:8888/assets/i18n
GET

msnbot/1.1 (+http://search.msn.com/msnbot.htm)
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GET

Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

http://localhost:8888/assets/public
GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0
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GET
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Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

http://localhost:8888/assets/public
GET

Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

http://localhost:8888/assets/public
GET

Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

http://localhost:8888/assets/public
GET

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

http://localhost:8888/assets/public
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GET
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Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

http://localhost:8888/assets/public/images

GET

Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

http://localhost:8888/assets/public/images
GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

http://localhost:8888/assets/public/images

GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36
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Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

http://localhost:8888/assets/public/images
GET

Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

http://localhost:8888/assets/public/images
GET
Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,
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like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

http://localhost:8888/assets/public/images

GET

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16
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Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

http://localhost:8888/assets/public/images/products

GET
Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

http://localhost:8888/assets/public/images/products

GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0
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Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36

http://localhost:8888/assets/public/images/products
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Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

http://localhost:8888/assets/public/images/products

GET

Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

http://localhost:8888/assets/public/images/products

GET

Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

http://localhost:8888/assets/public/images/products
GET

Mozilla/5.0 (iPhone; CPU iPhone OS 8 0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

http://localhost:8888/assets/public/images/products
GET

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

http://localhost:8888/assets/public/images/products
GET
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3L GImvAAEQO
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3l GImvAAEO
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URL http://localhost:8888/socket.io/"

ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3l GImvAAEO
Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko
Evidence
Other
Info
p: : .io/?
URL http://localhost:8888/socket.io/

ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGImvAAEQO



http://localhost:8888/rest/languages
http://localhost:8888/rest/languages
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo

Method GET
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

EES Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0
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URL http://localhost:8888/socket.io/?

ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGImVvVAAEO
Method GET
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

At Chrome/91.0.4472.124 Safari/537.36
Evidence
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Info
. . H 9
URL http://localhost:8888/socket.io/”

ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3L GImvAAEQO
Method GET

Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0
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Other
Info

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3L GImvAAEQO
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Attack Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)
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URL http://localhost:8888/socket.io/?

ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3l GImvAAEO
Method GET

Attack Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)
Evidence

Other
Info

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3l GImvAAEO

Method GET
Mozilla/5.0 (iPhone; CPU iPhone OS 8 0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,

URL

AHEBK like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4
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Info
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URL http://localhost:8888/socket.io/”

ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3l GImvAAEO
Method GET

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

Attack
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http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
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http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3LGlmvAAEo
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ElO=4&transport=polling&t=PNnvJgV&sid=NvJS0G7QCf3l GImvAAEO
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URL http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJYE
Method GET
Attack Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
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URL http://localhost:8888/socket.io/?EIO0=4&transport=polling&t=PNnvJYE
Method GET
Attack Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)
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URL http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJYE
Method GET
Attack Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)
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URL http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJYE
Method GET
Attack Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko
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URL http://localhost:8888/socket.io/?EIO0=4&transport=polling&t=PNnvJYE
Method GET
Attack Mozilla/5.0 (Windows NT 1.0.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0
Evidence
Other
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URL http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJYE
Method GET
Attack Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/91.0.4472.124 Safari/537.36
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http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJYE
GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJYE
GET

Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJYE
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Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)
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GET

Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4
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(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16
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GET
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http://localhost:8888/socket.io/?EIO0=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI
GET

Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
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http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI
GET
Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

http://localhost:8888/socket.io/?EIO0=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI
GET

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI
GET
Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI
GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

http://localhost:8888/socket.io/?EIO0=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI
GET

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI
GET
Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8Wijtak TvQBAAEI
GET

Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)


http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8WjtakTvqBAAEI
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http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8WjtakTvqBAAEI
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http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI

GET
Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

http://localhost:8888/socket.io/?EIO0=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI

GET

Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI

GET

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

http://localhost:8888/socket.io/?EIO=4&transport=websocket&sid=SgxxYy8Wijtak TvqBAAEI

GET

msnbot/1.1 (+http://search.msn.com/msnbot.htm)

http://localhost:8888/socket.io/?

ElO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGImVAAEQO

POST
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

http://localhost:8888/socket.io/?

ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO

POST
Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

http://localhost:8888/socket.io/?

ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO

POST
Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)
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http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGImvAAEO

POST
Mozilla/5.0 (Windows NT 10.0; Trident/7.0; rv:11.0) like Gecko

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO

POST

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3739.0 Safari/537.36 Edg/75.0.109.0

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO

POST

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.124 Safari/537.36

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO

POST

Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/91.0

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO

POST

Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)

http://localhost:8888/socket.io/?
ElO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGImVAAEQO

POST

Mozilla/5.0 (compatible; Yahoo! Slurp; http://help.yahoo.com/help/us/ysearch/slurp)

http://localhost:8888/socket.io/?
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ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO
POST

Mozilla/5.0 (iPhone; CPU iPhone OS 8_0_2 like Mac OS X) AppleWebKit/600.1.4 (KHTML,
like Gecko) Version/8.0 Mobile/12A366 Safari/600.1.4

http://localhost:8888/socket.io/?

ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO

POST

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3_0 like Mac OS X; en-us) AppleWebKit/528.18
(KHTML, like Gecko) Version/4.0 Mobile/7A341 Safari/528.16

http://localhost:8888/socket.io/?

ElO=4&transport=polling&t=PNnvJc_&sid=NvJSO0G7QCf3LGImvAAEO

POST

msnbot/1.1 (+http://search.msn.com/msnbot.htm)

110

https://owasp.org/wstg



http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
http://localhost:8888/socket.io/?EIO=4&transport=polling&t=PNnvJc_&sid=NvJS0G7QCf3LGlmvAAEo
https://owasp.org/wstg
https://www.zaproxy.org/docs/alerts/10104/
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